1/34

ggboboboooobbbuoooobbbuoooobo

On regenerating codes and secret sharing for distributed storage

oo oo g oo
gobobooodg obobodgd

JO000O0oooo JdEICE) D000 dT)oOoo 20110 1000
Masazumi KURIHARA (kuri@ice.uec.ac.jp) (2011/1/11/15:08)

Masazumi Kurihara (Univ. of Electro-Communications, Tokyo) 1/ 19



ogoubobuoooobobbodogTr

Q UlU00oUooUUooooood
[1] A.G.Dimakis, P.B.Godfrey, Y.Wu, M.J. Wainwright and
K.Ramchandran,
”Network Coding for Distributed Storage Systems,”2010.
Q@ 00000 (Regenerating codes)
Q@ UUO0O0OO0OO0DOO0O0OO (Reconstruction)

Q@ l0dd0d0dO0DDDOODOOO000OoOoon
0000000000000 ooonooooog
oooad

Q@ Ul00OU0bUo0obooooooOoooOoooa

Q@ 00000 D0DOoOoDnoOooog
0000ooOoooooog
(Minimum Bandwidth Regenerating(MBR) codes)

Q@ U0Od00O000DbOo0DoOoDOo0oonooOooo
(Minimum Storage Regenerating(MSR) codes)

Masazumi Kurihara (Univ. of Electro-Communications, Tokyo)

2/ 19

2/34



Jogdouobbboooouoobbun 1x

3/34

Q D00D00o0DooDog
[3] K.V.Rashmi, N.B.Shah, and P.V.Kumar,
“Optimal Exact-Regenerating Codes for Distributed Storage at
the MSR and MBR Points via a Product-Matrix Construction,”
2010.

Q@ Productmatrix O OOOODOO

[4] C.Suh and K.Ramchandran,
“Exact Regeneration Codes for Distributed Storage Repair
Using Interference Alignment,” 2010.

@ Interference alignment 0 DO OO OOOO

Masazumi Kurihara (Univ. of Electro-Communications, Tokyo) 3/19



oduoobbgoooooboodr

K.V.Rashmi, N.B.Shah, and P.V.Kumar 0 00 0 O O
gooooooooo (mSpHooooon

Q@ U0ooooooooo
gobobbooooobooogn

Q@ U0ooooooo
gogbbobuoooobobooooboo

Q@ Ui00oooooonO
ggbbobuooobboboooobbboood

Masazumi Kurihara (Univ. of Electro-Communications, Tokyo) 4/ 19

4/34



Reconstruction k=3) .
H (u1u2u3u4u5u6 | C1,1C1,2C2,1C2,ZC4,1C4,2) =0

Storage a =2
1| GG
(
2| ©1Coa CCo) [,
C1:Co0 >»< u,,u,,
4 C41:Cy 2
B=6
5| GG,
i
Ul,UZ,\
U31u4’> = {Cll’C|2 u.cC Pk eGF(q)
Us, Ug ] 1

Masazumi Kurihara (Univ. of Electro Communications, Tokyo)



6/34

Repair Problem (k=3

Storage o =2
/ 1| GG
- ? C1:Co0

— 3 C31:C32 x

\ 4 Cs11Ca0

o\,
S| GG

B

Masazumi Kurihara (Univ. of Electro Communications, Tokyo)



7/34

(k,d) = (3,3

Storage o =2
/ 1| GG
1u 1
? C1:Co0 12
/ 39 u41
— 3 C31:C32 5, Ug
\ 4 Cs11Ca0 _ _
B=6 \ Repair Bandwidth
5 C5’1,C5’2 dﬂ=3X2=6 C31:C32
3 C1:G30
3

Masazumi Kurihara (Univ. of Electro Communications, Tokyo)




8/34

(k,d) =(3,4)

Storage o =2 .G, =
/ 1| G1,G, d
- ? C1:Co0

— 3 C31:C32 x

\ 4 Cs11Ca0

B=6 \5 .. 3| C31,C5,
Repair Bandwidth d, ) i]
dg=4x1=4 d, == C,1.Ci,
d,
d. .

Masazumi Kurihara (Univ. of Electro Communications, Tokyo)




9/34

H (uzus) —H (u2u5 | C2,1C2,2C4,1C4,2) =0

/ 1| GG \ (

? C1:Co0
— Co1:Co2 >»< ?

— 3| C31:GC5 Ca1:Ca 0
\4 Cs11Ca0

o\,
S| GG

) \

B

u,,U;
u,,us,u,, U

Masazumi Kurihara (Univ. of Electro Communications, Tokyo)



/ 1| GG

? C1:Co0

— 3 G103
\4 Cs11Ca0

o\,
S| GG

B

u,,U;
u,,us,u,, U

Masazumi Kurihara (Univ. of Electro Communications, Tokyo)

(k,d) = (3,3

10/34

H (u2u5 | C1,1(:1,202,102,2C4,1C4,2) =0

@
c C
<

C3,l’ C3,2

3 C1:C32




11/34

H (UZUS) - H (U2U5 | d1d2d4d5) =0

-4

? C,1,C0

— 3 C31,GC5 x

\ 4 C41:Cy 2

oI\
5 C5,1’C5,2

B
3| C1:C5,

/1 C1,GCo d C1,G, mmp di
4
5

d
d

d, ) /

d2 C;.,C
U,, U } d, » > G310, G5
U, Uy, U,, Uy 0. |

Masazumi Kurihara (Univ. of Electro Communications, Tokyo)




Rashmi-Shah-Kumar 0 0 0000 dddOd MSR)OO I

K.V.Rashmi, N.B.Shah, and P.V.Kumar 0 0 0 O O 12734
O00O00O0O0,MBROODO MSRO O

Q UUI00D000ODO (@B

Q dp: 00000000
goboobooooboobooboboobd
ggoogbod

Q@ «:0J00DbO0ODbOD
goboobooooboobooboboobd

Q@ gpU000000000000OOoOoUOoUn
Minimum Bandwidth Regeneration(MBR) code

Q@ 0000000000000 0OOO0OO
Minimum Storage Regeneration(MSR) code

U
Rashmi-Shah-Kumar MSR 0O 0J

Masazumi Kurihara (Univ. of Electro-Communications, Tokyo) 5/19



OO0 (Rashmi-Shah-Kumar MSR O [0 ) I

Q@ 00000 (nkd a,pBB)

. 0000000O000000000O00O0O0O0,
000000000000 000000,
000000000000 00O0000,
0000000000 O00O00O0oon
ooooooooooag,
00000000000000000000
0ooooooooo,

B : 0OOOODOOOOO0.

Q@ Uoooooo

13/34

L & 3

=

= 2(k-1) =2a,
a+1,
= ala+1),

g = L

Masazumi Kurihara (Univ. of Electro-Communications, Tokyo) 6/ 19

D ox X
Il



OO0 (Rashmi-Shah-Kumar MSR [0 ) 1T

Q@ 00000 ueF? 1

Q@ 0000000 M:
20xe00 0000 =2a”>a(e+1) = B0

Q@ 000 ie(l,2,...,ny0 000000000 x€F,0
00.0000x #x;ifi # .

Q 0000000000000 0DO

2 -1
[l,x,-,xi,... x¥ ] e F?,

>

R

—i

2

i

Q U00/00000000000000000

t
t
Ei = [C,‘,l, Cidyorns Ci,a] = [g:M] (S PZ

Masazumi Kurihara (Univ. of Electro-Communications, Tokyo) 7/ 19



OO (Rashmi-Shah-Kumar MSR O [0) I

Q 00000000 AO0D00000O0O0OOOO
k=a+100000 i,i,..., 000000

c C

CipLip oo &y

gbooobuo«0000000

Masazumi Kurihara (Univ. of Electro-Communications, Tokyo)

15/34



OO000000000000 (Rashmi-Shah-Kumar MSRO O0) T

Q@ 00000 fe{l,2,...,AH000000000000OW3
0ooooon

Q@ 100000000 0N0D0N0NN0NDONDONOn
d=2¢00000 h,hy,....,hy, 0000000
00000000h,1<p<d,00
000pB=100000000

dhp = g;zpﬂf € Fq

ggbobobuoggobbodao

— a—1 o1
¢, =[xy eFgOO00

Q 000000000000 d=200000000
dp,,dp,, ..., dp,

DDDDDDDfDDDDDDDDDDDDngDD
ggbooogd

Masazumi Kurihara (Univ. of Electro-Communications, Tokyo) 9/19



oooobn I

17/34

Q 000 BOD0DODU0OuwDODODOUUOOUOOOODODO
ERERE

Q@ 0000000000 MOOOODODOOOOOOO
ggboobuoogobobod

Q U000 u00OO

up = ()., ) 00 (000 2a),
ug 0000 @O00 a@-1)).

goddB=ala+l)=2a+a(c— 1) 0000

Masazumi Kurihara (Univ. of Electro-Communications, Tokyo) 10/ 19



oooobndIr

18/34
Q 0000 :0000000MDO00D 000

(€)]
Uy, "
U,
(D
— ua,a
M=1 o
1,
(2)
U,
2
usy |

Masazumi Kurihara (Univ. of Electro-Communications, Tokyo) 11/ 19



oouobodooobobuouogd I

Q@ 00000000 4040000000000 2a 3
0oooOooo

gi] = [Cil,l’ Ciy 2544+ Cil,fl]
¢, = lenischa .o icil
oooo
_ Civ _
Ciy1
Ci12 —
Cir2 — C2(x C2(x Uy
. Qax2a) QRaXx(a(a-1)) ZS
Ci],oz
L Ciz,a’ B
ooodo

Masazumi Kurihara (Univ. of Electro-Communications, Tokyo) 12/ 19



goouoobbgooouoob boog 1o

20/34

Q@ 0002000 ¢, 00000 2ex2e00 C,, 00

[ 1 x¢
i
1 x 0
i .
+
Xiy i 1
. a+
Coyy = Xiy Xy,
0] x;.f‘l xizl"‘1
a—1 2a-1
i i

goon

Masazumi Kurihara (Univ. of Electro-Communications, Tokyo) 13/ 19



ooddoodoouboo ouod III
Q@ I0000ooOooood 21/34
det C, = (Xl'].xiz)a(uz_l) (det[ i ig ])
= (x Xi2)w(az_l) (XZ - xff)a
goog

Q 000000 D0O0DbO0DL0O0D00 x4, x; 0000
xj.’ix;*DDDDDDDDDdetCza;&ODDDDDD

Q 0000000000000 0UO0OODDOO 20
DDDDDgﬁl,g;DDDDDDgSDDDDDDDDD
ggooood

H(Es) - H(Zslgt Ct'z) =0

i1 =i

gogoooo

Masazumi Kurihara (Univ. of Electro-Communications, Tokyo) 14/ 19



Jooouoobogooooobnb budodTr

22/34

Q@ 000d=200000 hy,hy,...., 0, 0000000
0000000000 dy,dh,....dy,, 0000

dp,
dp, B D,, Dy, Uy
: Qax2a) (Qax(al@-1) Ug
tha
ooooo

Masazumi Kurihara (Univ. of Electro-Communications, Tokyo) 15/ 19



OO00000000000bo0gbD ooogd 1o
QDDDZQDDDZrDDDDD 2 X 2a 0 0 D,, OO
x;ll’ (xjxhl)x;ll ’ ) (xthl)a l-x;ll
DZQ':
5220[’ (xth2”)£;12a yeeey (-xthza)a 1£h2(y
ooooooon
x.=[1,x1e IF?I.
Q@ UUDUDOoOoOoooo
1 x, xﬁl xif’l
det Dy, = (=1)°x“det| : i i ... i |#0
1 Xinys xiz %;tal

gogbbobuodbb obbOoooobbboogn
gogboobogoooo

Masazumi Kurihara (Univ. of Electro-Communications, Tokyo) 16/ 19



Jooobbbodooobobudooon 11

24/34

Q 000D02000000000 dy,....dy,, 0O0O0DO0O
ODugODoooooooduooon

H(ug) — H(ugldy, -+~ dp,,) = 0

gogoooo

Masazumi Kurihara (Univ. of Electro-Communications, Tokyo) 17/ 19



HEN

25/34

O00O00O00C00O0U0oooooooooouooooo
K.V.Rashmi, N.B.Shah and PV.Kumar O OO0 O OO O
Rashmi-Shah-Kumar MSRO O O 0O O O

Q@ J00oooooooo
goboboog2000b0b0bo0oan

Q@ 0002000000000000000 2000
ggbbbuoobobbooogn

Q@ 000000000000 U002eUidOOoon
gbooboobooboon

Masazumi Kurihara (Univ. of Electro-Communications, Tokyo) 18/ 19



goooon

o [1] A.G.Dimakis, P.B.Godfrey, Y.Wu, M.J.Wainwright and K.Ramchandran,
”Network Coding for Distributed Storage Systems,”
IEEE Trans. on Information Theory, vol.56, no.9, pp.4539-4551, Sept. 2010.

e [2] A.G.Dimakis, K.Ramchandran, Y.Wu and C.Suh,
“A Survey on Network Codes for Distributed Storage,”
http://arxiv.org/abs/1004.4438

© (31 K.V.Rashmi, N.B.Shah, and P.V.Kumar,
“Optimal Exact-Regenerating Codes for Distributed Storage at the MSR and MBR
Points via a Product-Matrix Construction,”
http://arxiv.org/abs/1005.4178

0 [4] C.Suh and K.Ramchandran,
“Exact Regeneration Codes for Distributed Storage Repair Using Interference
Alignment,”
http://arxiv.org/abs/1001.0107

e [5] S.Pawar, S.E.Rouayheb, and K.Ramchandran,
“On Secure Distributed Data Storage Under Repair Dynamics,”
http://arxiv.org/abs/1003.0488

Masazumi Kurihara (Univ. of Electro-Communications, Tokyo)

19/ 19

26/34



22222

(additional slides)

Tradeoff between storage and repair bandwidth
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