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Secure Regenerating Codes Based on Rashmi-Shah-Kumar MBR

Codes*

Masazumi KURTHARA ™ and Hidenori KUWAKADO'™, Members

SUMMARY In this paper, we present a construction of (n, k, d, m) se-
cure regenerating codes for distributed storage systems against eavesdrop-
pers that can observe either data stored in at most m storage nodes or
downloaded data for repairing at most m failed nodes in a network where
m < k <d < n-1. The (n, k,d,m) secure regenerating code is based on
an (n, k, d) minimum bandwidth regenerating (MBR) code, which was pro-
posed by Rashmi, Shah and Kumar as optimal exact-regenerating codes,
for all values of the parameters (n, k,d). The (n, k, d, m) secure regenerat-
ing codes have the security as a secret sharing scheme such that even if an
eavesdropper knows either data stored in at most m storage nodes or down-
loaded data for repairing at most m failed nodes, no information about data
leaks to the eavesdropper.
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1. Introduction

Distributed storage systems provide reliable access to data
by storing the data redundantly in a collection of individu-
ally unreliable storage nodes in a network such that the data
can be reconstructed from active nodes even if a small set
of nodes fails. For instance, such a reliable distributed stor-
age system can be constructed by using maximum distance
separable (MDS) codes such as Reed-Solomon (RS) codes.
This is optimal in the tradeoff between redundancy and re-
liability. With an (n, k) RS code, a data file is encoded to n
shares in such a way that the data file can be reconstructed
from any k shares, and the n shares are stored across n stor-
age nodes in the network. On the other hand, it is desirable
to regenerate (i.e., repair) a failed node in order to maintain
such a reliable distributed storage system.

Dimakis et al.[1] proposed the concept of a regener-
ating code that has not only the property of reconstructing
the data file but also that of repairing a failed node (i.e., re-
generating the data as was stored in the failed node). Un-
der the concept of regenerating codes, a data-collector is
permitted to connect to any k active nodes to reconstruct
the data file, and a failed node is permitted to connect to
any d active nodes to repair itself. The authors showed
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that regenerating codes reduce the repair-bandwidth when
d > k. Further, they showed that there exists a fundamental
tradeoft between the storage capacity of each node and the
repair-bandwidth. In Sect. 2, the definition of regenerating
codes will be described in detail. In the research results for
regenerating codes by many researchers, Rashmi et al. [3]
presented the general construction of exact-regenerating
codes such as (a) minimum-bandwidth-regenerating (MBR)
codes for all values of (n,k,d) and (b) minimum-storage-
regenerating (MSR) codes for all values of (n, k,d > 2k—1).

Regenerating codes may be similar to secret sharing
schemes. The secret sharing scheme produces shares in such
a way that a share does not give any information about the
data. However, in general, the secret sharing scheme does
not have the property of regenerating the share as was stored
in a failed node. On the other hand, in the concept of a re-
generating code proposed by Dimakis et al. [1], the regener-
ating code does not have the property of the security.

Combining a regenerating code with a secret sharing
scheme has been proposed in [2],[4]-[7],[9]. Pawar et
al. [2] proposed the secrecy capacity for secure distributed
storage systems against passive eavesdroppers and secure
regenerating codes based on MBR codes, where the codes
are confined to the case n = d + 1. In [4], [5], [7], [9], secure
regenerating codes based on MSR codes were proposed. In
this paper, we propose a construction of (n, k, d, m) secure
regenerating codes based on (n, k, d) MBR codes for any val-
ues of (1, k, d). The proposed code is an extended version of
secure regenerating codes given in [6]. Previous secure re-
generating codes [6] are confined to the case n = d + 1. We
show that by using the proposed secure regenerating codes
an eavesdropper can not obtain information about the data
not only from shares stored in storage nodes but also from
downloaded data for repair. The proposed secure regenerat-
ing code includes all values of parameters of secure regen-
erating codes given in [2, Sect. V] and [6].

Shah et al. [9] have recently presented the secure regen-
erating code based on an MBR code [3]. In a construction
of a secure regenerating code, their code and our code are
based on the same MBR code. However, their code is dif-
ferent from our code. The difference between their code and
our code will be described in Sect. 4 in detail.

This paper is organized as follows: In Sect.2, we de-
scribe the storage system and the regenerating codes. And
then, we define the secrecy capacity for the system and show
its upper bound. In Sect. 3, we describe (1, k, d) MBR codes
proposed by Rashmi et al. [3]. In Sect. 4, we propose a con-
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struction of (n, k, d,m) secure regenerating code based on
the (n,k,d) MBR code. In Sect.5, we evaluate the secu-
rity of the proposed (n, k, d, m) secure regenerating code and
present our results as main theorems. In the result, we show
that the proposed secure regenerating codes have the secu-
rity of a ramp secret sharing scheme, and achieve the upper
bound of the secrecy capacity. In Sect. 6, we prove the main
theorem. Finally, a conclusion is given in Sect. 7.

2. Regenerating Codes and Secrecy

In this section we describe regenerating codes associated
with parameters (n, k,d, @, 8, B) and secret capacity for se-
cure regenerating codes.

Assume that there are n storage nodes such as node 1,
node 2, ..., node n, in a network.

2.1 (n,k,d,a,pB, B) Regenerating Codes

In a distributed storage system, a data file (a message) is en-
coded to n shares so that the data file is reconstructed from
any subset of k shares, and n shares are stored across n stor-
age nodes in the network. Let B be the size of the data file
and let @ be that of a share per node where the data size is
measured in terms of symbols over a finite field F, with ¢
elements. The share size « is equal to the storage capac-
ity of a node. In this system, an end-user, which is called a
data-collector, is permitted to connect to any k active stor-
age nodes and download a share from each node to recon-
struct the data file. This process is termed as the reconstruc-
tion property.

When a storage node fails, the failed node loses the
share of itself. Under the concept of regenerating codes [1],
the failed node is permitted to connect to any d active nodes,
where d > k, and download data for repair purposes from
each node in order to regenerate a share. In this paper, we
consider exact-regeneration described in detail in [3, Sect. I-
D] as a regeneration. The exact-regeneration means that the
fail node regenerates exactly the same share as was stored
in itself prior to failure. The d active nodes aiding in the
repair are termed as helper-nodes. The downloaded data
from each helper-node is called a piece for the failed node,
and let 8 be the size of a piece. A vector consisting of d
pieces downloaded from d helper-nodes is called a piece-
vector for the failed node, and the size df of a piece-vector
is called a repair-bandwidth. As a result, the failed node
can regenerate the same share of itself from the piece-vector.
This process is termed as the regeneration property.

From the above description about regenerating codes,
a regenerating code is characterized by the parameters
(n,k,d,a,,B) where k < d < n — 1, and such a code is
written as an (n, k, d, @, 8, B) regenerating code. It is desir-
able to minimize both of @ and g for fixed k and d. It is not,
however, possible to minimize both of @ and 8 simultane-
ously since there is a tradeoff between choices of the param-
eters @ and B8 [1]. The regenerating code with parameters
(a, B) obtained by first minimizing @ and then minimizing 3
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is called a minimum storage regenerating (MSR) code. The
parameters of an MSR code satisfy the following equations:

a

B
a = — andﬂ—m.

3 (1

Reversing the order, the regenerating code with parameters
(a, B) obtained by first minimizing 8 and then minimizing «
is called a minimum bandwidth regenerating (MBR) code.
The parameters of an MBR code satisfy the following equa-
tions:

2B

B= tad—x+1)

and o =dp 2)
For fixed d, an MBR code minimizes the repair-bandwidth
dp to repair a failed node.

2.2 Secrecy

Let S be a random variable with the uniform distribution
over ]F;S, representing a secret S € }ng where Ly < B. Let
H(S') denote the entropy of the random variable S. The base
of the logarithm of the entropy is ¢, and then the entropy
H(S) of § is equal to Lg. A secret S is encoded to n shares
-5 ¢, € Fysothatthe secret S can be reconstructed from
any subset of k shares Cire s Gy For eachi € {1,...,n},
a share ¢, is stored in node i in the network. Let C; be a
random variable representing a share ¢;. The reconstruction
property then can be written as follows: for k random vari-
ables C;, - - - C;, representing any k shares ¢, ,...,c

L

H(S|Ci,,...,Cy) =0. 3)

Assume that node f fails where f € {1,...,n}. The
failed node f connects any d helper-nodes h, ..., hy of the
remaining 7 — 1 nodes in the network to regenerate the share
s of itself. Each helper-node #,, p € {1,...,d}, computes

a piece d i € Pg for the failed node from the share <, of

itself, and send it to the failed node. As a result, the failed
node obtains a piece-vector d = [6—13",h1"“’6—ltf,hd]r € IFZ'B ,
which consists of d pieces, and can compute the same share
¢, from it. Let Dy, and Dy be random variables represent-
ing a piece d i, and a piece-vector d o respectively. The
regeneration property can be written as

H(Cy|Dy) = 0. 4

Thus, we have H(S|Cy) > H(S|Dy) from Eq. (4) because C¢
which is dependent on § is uniquely determined from Dy,
that is, the Markov chain § — D; — C; holds. Note that it
is not always true that H(D¢|Cy) = 0.

We consider two secrecy conditions for shares and
piece-vectors, respectively. Assume that there are at least
max({l, m} repaired nodes in the network where / and m are
nonnegative integers that are strictly less than k. First, the
secrecy condition for m random variables C;,, ..., C;, repre-
senting any m shares ¢, ,...,¢; is defined as

im

H(S|Ciy, ... Ci) = H(S), Yit,..ime{l,....n}. (5)
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The parameter m will be used in a construction of an

(n, k,d, m) secure regenerating code in Sect.4. Next, the
secrecy condition for / random variables D;,, ..., D;, repre-
senting any [ piece-vectors d, , ..., d, is defined as

H(S|D;,,...,D;) = H(S), "iy,....iie{l,...,n}. (6)

We notice that if / > m, then from the regenerating property
by Eq' (4),

H(S) = H(SIC,, ..., Ci) (N
H(S|D;,,...,D;) = H(S). ®)

vV IV

Thus we have

H(S|Cy,....Cy) = H(S) ©)

it HSS|D;,,...,D;) = H(S) and [ > m. In this paper,
from the above definitions of the two secrecy conditions,
we assume that an eavesdropper can observe either at most
[ piece-vectors or at most m shares in the network.

We propose the following definition, which refines that
of the secrecy capacity given by Pawar et al.[2, Sect. V-
Al], of the secrecy capacity. Given a repairable and se-
cure distributed storage system with a collection of the
parameters (n, k, d, @, ) concerned with the reconstruction
and the regeneration and the parameters (/,m) concerned
with the secrecy, its secrecy capacity, denoted by Cs =
Cs(n,k,d, a,B;1,m), is defined to be the maximum amount
of data that can be stored in this system such that the recon-
struction property and the two secrecy conditions are simul-
taneously satisfied for all possible data-collectors and eaves-
droppers, that is,

Cs = Cs(n,k,d,a,B;1,m)
= sup H(S). (10)

The above definition of the secrecy capacity is similar to that
of the secrecy capacity given by Pawar et al. [2, Sect. V-A,
Eq. (6)]. The secrecy capacity of Eq. (10) must satisfy the
two secrecy conditions for piece-vectors and shares. On the
other hand, the secrecy capacity given by Pawar et al. satis-
fies the only secrecy condition for piece-vectors. In the def-
inition of the secrecy capacity by Eq. (10), when [ > m, the
definition of the secrecy capacity is identical to that given
by Pawar et al. from the result of Eq. (9).

Under the passive eavesdropper model given by Pawar
etal. [2, Sect. V], an eavesdropper can observe only at most /
piece-vectors in the network. On the other hand, we assume
that an eavesdropper can observe either at most [ piece-
vectors or at most m shares in the network. That is, the
secrecy capacity given by Pawar et al. is subject only to the
two conditions of Egs. (3) and (6). On the other hand, the se-
crecy capacity of Eq. (10) is subject to the three conditions
of Egs. (3), (5) and (6).

637

Theorem 1 (Upper Bound): For a repairable and secure
distributed storage system with a collection of parame-
ters (n,k,d,a,B) and (I, m), the secrecy capacity is upper
bounded as

k
Cs(n,k,d,a,B;1,m) < Z min{(d — j+ 1)B,a}. (11)

Jj=max{lm}+1
Proof: See Appendix A. O

For an MBR code, the repair-bandwidth df is equal
to the storage size a, that is, d8 = «. Thus, if a func-
tion which determines Cy from Dy for repair is a bijec-
tion, then the piece-vector Dy is also determined from the
share Cy, that is, H(Ds|Cy) = 0. Therefore, it is true
that H(S|Cy,,...,C;,) = H(S) implies H(S|D;,,...,D;,) =
H(S), and the converse is also true because of the regenera-
tion property. Hence, for an MBR code, we can assume that
I = m without loss of generality for the parameters m and [
in Egs. (5) and (6), respectively. Because the case of [ = m
is included in the case of [ > m, for an MBR code, the se-
crecy capacity of Eq. (10) is identical to that given by Pawar
et al. [2, Eq. (6)]. Moreover, the upper bound of Eq. (11) is
also identical to that given by Pawar et al. [2, Eq. (7)].

For the MBR code [3] used in this paper as an underly-
ing code, the function which uniquely determines Cy from
Dy for repair is bijective. In this paper, hence, we can as-
sume that [ = m without loss of generality for the parame-
ters m and / in Eqgs. (5) and (6), respectively. When [ = m,
the upper bound of Eq. (11) is simplified to

k
Cs(nk,d,afimm) < " (d=j+1)B, (12)

Jj=m+1
because of df = a.

Remark 2: For an MSR code, in general, the repair-
bandwidth df is greater than the storage size &« when k > 2,
that is, dB > a. In such a situation, the secrecy capacity
of Eq. (10) is useful to estimate the secrecy ability of secure
MSR codes. The pair of the secrecy capacity of Eq. (10)
and its upper bound of Eq.(11) are useful to estimate the
secrecy ability of secure MSR codes [10]. However, secure
MSR codes are outside of this paper, that is, this paper only
discusses secure MBR codes.

3. Rashmi-Shah-Kumar (n, k, d) MBR Codes

Rashmi, Shah and Kumar [3] proposed the first construc-
tions of general and optimal exact-regenerating codes such
as (a) (n,k,d) MBR codes for all values of (n,k,d), and
(b) (n,k,d) MSR codes for all values of (n,k,d) where
d > 2k — 2. In general, from the definition of regenerating
codes in Sect. 2.1, all n, k,d satisfy k <d <n— 1.

In this section, an (n, k,d) MBR code over F, is intro-
duced because an (n, k, d, m) secure regenerating code based
on the (n, k,d) MBR code will be proposed in the next sec-
tion.
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3.1 Message Matrix M

The parameters (n,k,d, B,a,) of an (n,k,d)MBR code
over F, satisfy the following relations [3, Sect. IV]:

1
a=d p=1,B=3kd~k+1), (13)

moreover, we assume that n < ¢ and the data file is com-
posed of B message symbols in F,. Note that the parameters
a and B are uniquely determined from the parameters d and
k, and the parameter 3 is a fixed value as 8 = 1.

Let M, be a k X k symmetric matrix constructed so that
the k(k + 1)/2 components in the upper-triangular half of the
matrix are filled up by k(k + 1)/2 distinct message symbols
drawn from the set of the B message symbols of the data file.
The remaining k(d — k) message symbols are used to fill up a
second kX (d—k) matrix M,. Let O denote the (d—k)x(d—k)
zero matrix with all zero components. A message matrix M
is then defined as the d X d symmetric matrix given by

[ M, M,

M = 14
M, O (9
[ wrg o Wik Urker o0 ULg |
| mkn o Mkge Upker o Uka (15)
Ut = Ugerxe O o0 07
| ugy o ugx O oo 0

where M} is the transpose of the matrix M,. From the def-
inition of the message matrix M with components u; ;, note
that u;; = u;; forall i,j € {1,...,d}, and u;; = O for all
ijelk+1,...,d}.

3.2 Encoding, Share and Reconstruction

For each i € {1,...,n}, assign a unique and public symbol
x; in [F; to node i in such a way that the following two con-
ditions are satisfied.

Condition for x;:

1. Foranyie{l,...,n}, x; #0.
2. Foranyi,je{l,...,n},x; # x;if i # j.

For the message matrix M, the share c; stored in node i is
then defined as

¢ = [C,’yl,Ciyz,...,Ci,d]t = M¢i E]FZ (16)
where ¢ —[1 Xiy X2, xd
sociated with node i and all operatlons are done over F,. For
eachi € {1,...,n}, the coding vector ¢ associated Wlth node
iis also assigned uniquely and publicl_)l/. Note that the size of
a share is d from Eq. (13) and Eq. (16). Thus, the message
matrix M with B distinct message symbols is encoded to n

shares ¢|,...,c,.

] € Fd is a coding vector as-
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Note that all the B message symbols can be recon-
structed from any k shares by using the reconstruction
method proposed by Rashmi et al. [3, Theorem 3].

3.3 Regeneration, Piece and Piece-Vector

In this section, we describe the regeneration method pro-
posed by Rashmi et al. [3, Theorem 2]. Suppose that a node
f fails and helper-nodes 4y, ..., hy are active. For each in-
dexp e{l,...,d}, the helper-node h, computes a piece d dip,
for the falled node from the share <, of itself and the codmg
vector ¢f of the failed node as follows

df-hp = gzp?f € Fq’ p = 17 e ’d’ (17)

and sends it to the failed node. Note that d =d dip,

a piece d i is a scalar in F,. As a result the failed node
i,
obtains the piece-vector d " consisting of d pieces as follows:

since

d

d,: d

= [d > =fha

—f»hl’c—i

t
. | eF. (18)

Note that the sizes of a piece and a piece-vector are one
and d, respectively, from Egs. (13), (17) and (18). Using the

piece-vector d and the d coding vectors ¢ , fh asso-

ciated with the helper-nodes Ay, ..., hy, the falled node can

compute the share ¢ [ as follows:

-1

%

9]
Il
J

: (19)
S

Note that the d X d matrix [?hl ,
the determinant of the matrix is the Vandermonde determi-
nant from the conditions for x;. On the other hand, from the
relation between s and d in Eq. (19), d is also uniquely
determined from ¢, by usmg the matrix [¢h e Q ] that
is, H(Dy|Cy) = 0. Thus we have H(S|Cy) < H(S|Df) and
then the following lemma holds.

t-. . 1 .
. ,ghd] is nonsingular since

Lemma 3: For random variables Dy and C representing
a piece-vector d " and a share ¢ for a failed node f respec-
tively, H(S|Dy) = H(S|Cy).

Proof: 1t holds that H(S|Cy) > H(S|Dy) from the regen-
eration property, i.e., H(C¢|D;) = 0. On the other hand,
since d " is also uniquely determined from <y by Eq. (19),
i.e., H(D¢|Cy) = 0, it holds that H(S|Cy) < H(S|Dy). This
completes the proof of the lemma. O

From Lemma 3, we have the following corollary.

Corollary 4: For any m such that m < n and any
il,....im € {1,...,n}, HSI|C;,...,C;) = HSI|D,,...,
D; ).

Proof: From the relation between a piece-vector and a
share in Eq (19), for il,.. Jim € {1,...,n0}, it holds that
HD;,...,D; |C;i,...,C;) = 0and H(C,], . |Diy 5. s

lm lm lm
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D;, )= 0. Therefore, this completes the proof of the corol-
lary. O

Finally, we show the following lemma about a relation
between shares and coding vectors.

Lemma 5: For any i, j € {1,...,n}, 95?,- = ggg, where ¢;
and ¢ are the shares of nodes i and j, respectively. Similarly,
¢ and ¢ are the coding vectors associated with nodes i and
;,l resp;tively.

Proof: Since the size of a piece g@j is one symbol in F,, that
is, E;ﬂ' is a scalar, (gﬁ?j)’ = gﬁfj. Moreover, since (ta‘fj)l =
gﬁ?j and M = M', we have E;ﬂ = (gﬁfj)’ = ¢;£i = ?;Mﬂ_ =

f’] M¢ = (ij)’fi = g.tifi’ This completes the proof of the

—I

lemma. o

4. (n, k,d, m) Secure Regenerating Codes

In this section, we propose an (n, k, d, m) secure regenerating
code based on the (n, k,d) MBR code. The new parameter
m (0 < m < k) is a secrecy parameter. The (n, k, d, m) secure
regenerating code satisfies Eq. (2) because it can be consid-
ered as the (n, k,d) MBR code. Hence, we can assume that
! = m in Egs. (5) and (6) without loss of generality. Fur-
thermore, the (n, k, d, m) secure regenerating code satisfies
Eqgs. (5) and (6) where [ = m, that is, the parameter m means
the perfect secrecy condition such that no information about
secret is obtained from either at most m shares or at most m
piece-vectors.

4.1 Construction

We define two kinds of vectors s 1<j<d, and Spm+ 1<
J < d, which are subvectors of the j-th column vector of
the upper-triangular matrix of the message matrix M with
components u; ; in Eq. (15), characterized by the parameter
m.

First, let
._ t J .

Kj = [ul’j,uz,j,...,uj,j] E]Fq, 1<j<m,

and let
. t J—m

S :=uriupiy... iy il €R
2 [a1,js U js - s U, j] qt ’ t.m+1<j<k
ro:=lu_ U i...,u; '€l
Ly Jmm+1,js % j—m+2,)> s U q°

where the above vectors are subvectors of the j-th column
vector of the upper-triangular matrix of M. Let

o ¢ - ke
o= [uy jyuzjs oo Ul € FT™,

=J
— t m
fj = [uk—m+1,j’ Uk—m+2,js++ +» uk,j] € ]Fq 5

},k+1§jsd,

where the above vectors are subvectors of the (j — k)-th col-
umn vector of M,.

Next, let R, be the vector consisting of the k vectors rp
1 < j <k, as follows:

R, =[F.F.. AT eFN, (20)
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and let R, be the vector consisting of the d — k vectors i
k+ 1< j<d, as follows:

. ! ! !t LRZ
Ry = 1o Ty -5 1yl €Fg 7, 2n

The length Lg, of the vector R, and that Lg, of the vector R,
are respectively given as

Lg, Z(k—j+ )= %m(Zk—m+ 1), (22)
J=1

Lg, = m(d - k). (23)
Let R be the vector consisting of R, and R, as follows:
R:=[R|.R)] € F.*, (24)

and let S be the vector consisting the d—m vectors s i m+1 <
j < d, as follows:

S = L8l Shge oSyl € Bl (25)

m+l’£m+2’ ’

The length Ly of the vector R and that Lg of the vector S are
respectively given as

Ly = LR[ +LR2 = %m(Zd—m +1), (26)
k
Ls = ) (k=j+ 1)+ (k-md =k
Jj=m+1
= %(m —k)(m — 2d — k + 1)). 27)

Note that Lg and Lg satisfy B = Lg + Lg.

Finally, we propose a construction of an (n, k, d, m) se-
cure regenerating code based on an (n, k,d) MBR code by
substituting secret and random symbols for the components
of the message matrix M as follows: the vector S consists
of Lg secret symbols that are chosen from a finite field F,
uniformly and independently, and the vector R consists of
Lr random symbols that are independent random elements
uniformly distributed over FF,. Then let S be called a secret,
and let R be called a random vector. We assume that Lg ran-
dom symbols are independent of Lg secret symbols. The
message matrix M with B distinct entries is then filled up
with all B symbols of S and R. The (n, k, d, m) secure regen-
erating code is then defined by the above setting the secret
S and the random vector R for the message matrix M. Thus,
for each i € {1,...,n}, the share < stored in node i for the
secret S is derived from Eq. (16).

Example 6: Let (k,d,m) = (4,6,2). The size B of the
message is then given as B = 18. The lengths Lg, and
Lpg, are given as Lg, = 7 and Lg, = 4, respectively. Thus
Lg = Lg, + Lg, = 11. And then, the length L is given
as Ly = 7. The message matrix M is filled up with eigh-

teen symbols of the random vector R = [ry,...,r 1] € ]F}II
and seven symbols of the secret S = [sy,...,s57]' € ]F; as
follows:
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ry r2 Sy 82 |84 Se

Iy r3 r4 83 |85 §7

M, Mz} | st rars re |rg Fio
T s2 8316 17 |19y

S4 S5 rg g 00
s¢ 87 r1o r11|0 0

where the vectors r ; and s; are given as follows:

ry = ] =), ry = g, ] = [r2, 131,

ry = (a3, u33] = [ra,rs1', ry = [uz 4, ussl = [re, 71,
rs = [uzs,ussl’ = [rs,rol', rg = [use, uael = [ri0, ruil’,
sy = [uz) = [s1], 8, = [u14,u24]" = [52, 73],

ss = [urs,ups) = [ra, 151, s = [ure.uz6l’ = [r6, 771",
and

51 = [lﬁ,zé,zg,zi]’ =[r,...r],
R, =1[rs,rgl =1[rs,...rul',

S = [s5, 85, 85, 561" = [s1,...57]".

Shah et al. [9] have recently presented the {¢, £’} secure
Product-Matrix MBR code ({¢, £’} secure PM-MBR code)’
based on the MBR code [3]. For an MBR code, the secrecy
model of their code is identical to that of our code. In a
construction a of secure regenerating code, their code and
our code use the same MBR code [3] as an underlying code.
When £ = m and ¢’ = 0, their code with parameters [n, k, d]
and our (n, k, d, m) secure regenerating code have the same
secrecy ability. However, their code is different from our
code since the massage matrix of their code is different from
that of our code. We denote the same points and the different
points between their code and our code in the case of the
same secrecy ability below.

1. Their code and our code have the same features in the
following:

a. The size of submatrices M;, M.

b. The arrangement of submatrices in the message
matrix M.

c. The number of secret symbols contained in each
of submatrices.

d. The number of random symbols contained in each
of submatrices.

2. Their code and our code differ in the position of ran-
dom symbols and that of secret symbols. In their con-
struction method [9, Sect.III-B] for {¢ = m, ¢’ = 0}
secure PM-MBR code, the (md - (’;)) random sym-

bols are substituted for the (md - ('g’)) components of
the first m rows of the message matrix M, where

(na—(3) - L
4.2 Reconstruction and Regeneration

We consider a reconstruction and a regeneration for an
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(n, k, d, m) secure regenerating code. When we treat B sym-
bols of Lg secret symbols and Lg random symbols in the
message matrix M for the (n,k,d, m) secure regenerating
code as B message symbols of the underlying (n, k, d) MBR
code, the (n, k, d, m) secure regenerating code becomes iden-
tical to the (n, k,d) MBR code. Thus, a data-collector can
reconstruct the message matrix M with the secret S and
the random vector R from any k shares by using the recon-
struction method [3, Theorem 3] for the (n, k, d) MBR code.
After that, the data-collector can obtain the secret S from
the reconstructed message matrix M. Consequently, the
(n, k, d, m) secure regenerating code satisfies Eq. (3). Simi-
larly, a failed node can repair the share from a piece-vector
consisting of d pieces from any d helper-nodes by using the
regenerating method described in Sect.3.3. Consequently,
the (n, k, d, m) secure regenerating code satisfies Eq. (4).

5. Evaluation

In this section, we evaluate the security of an (n, k, d, m) se-
cure regenerating code proposed in Sect. 4. We introduce a
parameter ¢, 0 < ¢ < n, to evaluate the proposed codes.

Considering the (n, k,d,m) secure regenerating code
with a secret S, the secret S is encoded to n shares ¢, ..., ¢,
by using Eq. (16).

First, we consider the security of the (n, k, d, m) secure
regenerating code for any ¢ shares, that is, we evaluate the
conditional entropy H(S|C;,, ..., C;) of arandom variable S
representing a secret S given ¢ random variables C;,, ..., C;
representing any ¢ shares ¢, , ..., ¢; . For simplifying the no-
tation of the index, let (i;, i, ...,i;) = (1,2,...,1), without
loss of generality. We show the following first main theo-
rem.

Theorem 7: For t random variables Cy,..
ing any ¢ shares c,,...,¢

o by

., C, represent-

HS|Cy,....C) = %;)H(S), (28)

where the function g(#) of an integer variable ¢ is defined by

Ls, (O <t< m),
g(t) := %(t—k)(t—(Zd—k+l)), (m+1<t<k-1), 29)
0, (k<t<n).

Notice that H(S) = Lg from the definition of the secret S .
In particular, when ¢t = m, Eq.(28) is identical to Eq. (5)
because of g(m) = Lg. Furthermore, when ¢ = k, Eq. (28) is
identical to Eq. (3) because of g(k) = 0.

Proof: See Sect. 6 and Proof 18. O

The function ¢g(¢) of a variable 7 is a convex and monotoni-

cally decreasing function in the range m < ¢ < k. In particu-

lar, g(¢) equals Lg when ¢t = m, and equals 0 when ¢ = k.
Next, we consider the security of the (n, k, d, m) secure

See [9] about the details of {£, £’} secure PM-MBR code. The
parameters ¢ and ¢’ are different from the parameter / used in

Eq. (6).
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regenerating code for any ¢ piece-vectors, that is, we eval-
uate the conditional entropy H(S|D;,, ..., D;) of a random
variable S representing a secret S given ¢ random variables
D;,, ..., D; representing t piece-vectors Qlip . 4;, of any ¢
failed nodes ii,...,i;. For simplifying the notation of the
index, let (i1, i, ..., i) = (1,2, ...,1), without loss of gener-
ality. We show the following second main theorem.

Theorem 8: For ¢ random variables Dy, ..., D, represent-
ing f piece-vectors c_il, e, c_ir of any ¢ failed nodes 1,...,t,
g(1)

D)) = =—H(S), (30)

H(S|Dy,... Ls

where the function ¢g(¢) is defined by Eq. (29). In particu-
lar, when r = m, Eq. (30) is identical to Eq. (6) because of
g(m) = Lg

Proof: From Corollary 4 and Theorem 7, H(S |D1, ..., D) =
H(S|Cy,...,C) =g®H(S)/Ls. O

From Theorems 7 and 8, the (n, k, d, m) secure regenerating
codes have the secrecy property of a ramp secret sharing
scheme, and we have the following remark.

Remark 9: We mentioned the secrecy capacity and its up-
per bound for an MBR code at last part in Sect.2. For an
MBR code, we can assume that [ = m without loss of gen-
erality, and have the inequation (12). For the parameters
(o = d,B = 1) of the (n, k, d, m) secure regenerating code,
the inequation (12) is represented as

Cs(n,k,d,d, 1;m,m) < Z @d-j+1)=Ls. (1)

Jj=m+1

On the other hand, the (n, k, d, m) secure regenerating code
satisfies the properties of reconstruction and regeneration
in Egs. (3) and (4), respectively, as mentioned in Sect. 4.2.
Moreover, from Theorems 7 and 8, when ¢+ = m, the
(n,k,d, m) secure regenerating code satisfies the secrecy
properties of Egs.(5) and (6), respectively. Hence, the
(n,k,d,m) secure regenerating code achieves the upper
bound of the secrecy capacity Cs(n, k, d, d, 1; m, m) because
of H(S) = Ls.

Finally, apart from the argument about the security of
the ramp type of Egs.(28) and (30), we assume that an
eavesdropper can obtain n pieces d d ....d,, for a failed
node f in a network. Note that each plece d z ef{l,...,n},
for the failed node f is computed in node z And then we
show the security of the (n, k, d, m) secure regenerating code
for pieces such that no information of a secret leaks to an
eavesdropper even if the eavesdropper can obtain n pieces
d d n for the failed node f.

FTRRRS
Theorem 10: If m > 1 for an (n, k, d, m) secure regenerat-
ing code, then for n random variables Dy, ..., Dy, repre-
senting n pieces d FTEREY d o

H(SIDyy1,...,Dpy) = H(S). (32)

t
Proof: For any d nodes hy, ..., hq, letc_lf = [‘_lf,hp“"iif;hd] .
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Let Dy, and Dy be random variables representing a piece
d i and a piece-vector d,, respectively, and then let
Dy = [Dyp,,...,Dgp,]. From Theorem 8, H(S|Dy) =
H(S) when m > 1. For any node j € {l,...,n}\
{hi,ha,. .., hq}, H(Dy;|Dy) = 0 because d ", is uniquely
computed from the piece-vector d, and the coding vec-
tor ¢ associated with node j as follows. First, from
=j
Eq.(19), ¢, can be uniquely computed from d Next,
from Lemma 5, we have that cf¢ = c ¢ =d It
Thus, each piece c_l . can be umquely computed from d
and ?j’ that is, H(Df,jIDf) = 0. As a result, we have
H(S) = H(S|Dy) = H(S|Dg,Dyj). Therefore, H(S) =
H(S|Dy) = H(S|Dyf,Dyj) = H(S|Dys,Dyj,Dyj) =

= H(S|Ds,Dyjs...» Dyj,,) = H(SIDgy - D),
where ji,..., jo—a € {1,...,0}\{h1,..., hy}. This completes
the proof of the lemma. O

6. Proof of Theorem 7

In this section, we define vectors u", u®, u®, vV, v w, v,
which are dependent to the parameter ¢ introduced in Sect. 5
where 0 < t < k, in order to prove Theorem 7. These vectors
are mainly used in the proof of Theorem 15.

6.1 Vectors Consisting of Components of the Message
Matrix M

We define three kinds of vectors g&l), 1 <j<k 25.2), k +

1 <j<d and 25»3), t+1 < j < d, which are related
to the j-th column vector of upper-triangular matrix of the
message matrix M with components u; ;, characterized by
the parameter . The way of definition of the vectors is the
same as that in Sect.4. The vectors u(l) (2) and u(3)
corresponding to the vectors 7, 1 < j <k, r,, k+1<j< d
and Spm+ 1 £ j<d,in Sect. 4, respectlvely

First, let
(1) [ulj,uzj,...,uj,j]tEJFé, 1Sj§[,
and let
( ¥ [M] o U2 gy U tj]t € Fé_f’ .
{1> : . ,t+1<j<k,
[uj t+1,j> Uj— t+2/’~-~’uj,j] € Fq

where the above vectors are subvectors of the j-th column
vector of the upper-triangular matrix M;. Let

Fop
(2>
/

t k—t

s Uk— fj] € Fq ’
t t
le’j] € Fq

[l/ll j’MZJs' .

,k+1<j<d,
= [Uh—r41,> Uk—142,js - +»

where the above vectors are subvectors of the (j — k)-th col-
umn vector of M,.

Next, from the above defined vectors, the vector g(l)
consisting of the k vectors gy), 1 £ j <k, is defined by

=167 @) )T € F (33)
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(1>)t , and the vector

where (i )" is the transpose of the vector u]

u® consisting of the d — k vectors g; \k+1<j<d,is
defined by

(2) — [(Ll(z) ) (u ) )

—k+1 Yrr ? (Z;Z))t]t € Féz' (34)

By substituting ¢ for m in Eq. (22) and Eq. (23), the lengths
L, and L, of the vectors u" and u® are respectively given
by
L
L,

1

Et(Zk —t+1), 35
t(d - k). (36)
Finally, the vector u'® consisting of the d — ¢ vectors g(ﬁ),
t+1 < j<d,is defined by

3 3 3
u® = 1@, @),

L)Y e TRL(37)

Example 11: (Example 6 continued) Let (k,d,f) =
(4, 6,3). The size B of the message is equal to that of Exam-
ple 6, i.e., B = 18 because of (k,d) = (4, 6) in both exam-
ples. On the other hand, the lengths L; and L, are given as
Ly =9and L, = 6, respectively. And then, the length of the
vector u'¥ is equal to B — L; — L, = 3. The message matrix
M is given as follows:

Uil Uy U3 U4 \Uys Ule
Uip Upp U3 Ung|Uns Ung
[Ml Mz} | w13 U3 uz3z uz4|Uzs Uz
| w14 U4 U3 4 Usg Uss Uge
urs ups uss ugs|0 0
Uie Uze usg g0 0

@2

3 .
where the vectors u; ., u and g(j ) are given as follows:

() [ull]t () )

() = [u14]', _f‘)

(2)

= [u1 2, u22]', = [u1 3, u3, u33)',

= [uz4, U3 4, M4,4] ,

(3)

t
= [urs], = [uzs,u3 s, u45]',

() = (w6l u () = [u6, U6, Usgl's

and

M(l) — [(u(l))t (u(l))t (MSI))I ( (1)) )]t EF?],

M(Z) — [(u(z))t ( (2)) ]t e ]FG

M(S) - [(M(%)) (M(';))t (u(3)) ]t e FZ

6.2 Vectors Consisting of Components of ¢ Shares

In this section, by using the same parameter ¢ used in the
previous Sect. 6.1, we define four vectors v'V, v'®, w, and v.

For any 1 shares ¢, ,c,,...,c;, we consider making
replacement all components of them to new three vectors
v, v?, and w. For simplifying the notation of the index, let
(i1,00,...,0) = (1,2,...,0).

Let A be a set of all components of the ¢ shares
,¢,- The cardinality of the set A is equal to dt. We

Cpoen-
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consider a direct sum decomposition of A such that A is a
direct sum of A; and A, so that for any element in A,, the
element can be represented by a linear combination of ele-

ments in A; over F,. To construct such a pair of subsets A,

and A, of A, we define three kinds of vectors v( )

below.
For any ¢ shares ¢, c,,...,c,, let C(z) be a t X d matrix
with components of the 7 shares as follows:

2) and w;

CL1 " Cle=1 C1r " CLk ClLk+l " Cld

€21 "t Cop-1 C2p "0 Cok C242 "7 " C2d
co=(. . . . . . . . .| ¥

Crl = Cr—1 Crp = Crk Crp+l " Crd

where the i-th row of the matrix C(7) is the vector of a share
gg, 1<i<t
First, for the j-th column of the matrix C(1), we deﬁne
the following three kinds of vectors v , 1 < j <Kk v; @
k+1<j<d, andy 1<j<t-1. Let
51) [c1j.cajs-- -,

W; = [Cji1js Cjunjo- oo

il € o, 1<j<t-1
T el e AL
cjl' €F,

and let

W .
Yj

@ .
Lj

t 3 .
[Cl,jaCZ,jan-,Ct,j] qu’ tS]Sk,

[Cl,,i, Cjsee- ,Cryj]t € F;, k+1<j<d.
Next, from the above defined vectors, let v be a vector
consisting of the k vectors Q(il), 1 < j <k, as follows:

V= ()L @) @) e Bl (39)

and let v® be a vector consisting of the d — k vectors g(jz),
k+1 < j<d, as follows:

D (/D ey S

Zk+1 Zk+2 (l—}(dZ))l]f € ng‘ (40)

Let v be a vector consisting of v'" and v'® as follows:

pi= (@), @))€ By, (41)

The lengths L; and L, correspond to Eq. (35) and Eq. (36)
respectively. Let w be a vector consisting of the r — 1 vectors
W) 1 <j<t-1,asfollows:
w = [wh,wh,...,w_ ] eFihh (42)

Example 12: (Example 11 continued) Let (k,d,f) =
(4,6,3). The parameters (B, L, L,) and the matrix C(¢) are
given as follows: (B, Ly, L) = (18,9, 6) and

C1,1 C12 €13 C14 C15 Cl6
C(t) =|c21 22 €23 C24 C25 C2p |, (43)
€3,1 €32 €33 €34 C35 C36

where ¢t = 3, and the vectors v;
follows:

() =[e1a],

), 52) and w; are given as

= [ca1,¢341,



KURIHARA and KUWAKADO: SECURE REGENERATING CODES BASED ON RSK-MBR CODES

(1 t t
v, = [e1p, 0], vw, = [c32],

I I
2(3) = [c13, 23, 331, Qi) = [c14, 24, C34]",

2 _ t (2 _ t
v =[c1s,¢25, ¢35, v = [c16, 265 C36] 5

and
1 1 1 1
oV = @), @) @), @) € F,
2 2
o = [ )T € F,
w = [ﬂtpwtz]t € FZ

Finally, let A; be a set consisting of all components of
the vector v, and let A, be a set consisting of all components
of the vector w. From the definition of v and w, it is true
that the set A is the direct sum of A; and A,. Note that the
cardinality of A; is equal to L; + L, and that of A, is equal
todt— L, — L.

We show the relation between the sets A; and A, in the
following lemma.

Lemma 13: For any element in A,, the element can be rep-
resented by a linear combination of elements in A over F,,.
In other words, each component of the vector w can be repre-
sented by a linear combination of components of the vector
vover F,.

Proof: See Appendix B. O

Let V and W be random variables representing a vector
v of Eq. (41) and a vector w of Eq. (42), respectively. From
the definitions of vectors of v and w, the random variable V
and W are defined from only ¢ random variables Cy, ..., C;.
We have the following lemma from Lemma 13.

Lemma 14: For ¢ random variables Cy, ..., C, represent-
ing any ¢ shares c,, ..., ¢c,, the conditional entropy H(W|V)
of W given V is given by H(W|V) = 0.

Proof: From Lemma 13, each component of w can be
uniquely determined from components of v. This completes
the proof of the lemma. O

We show the conditional entropy H(S|V) of S given V
in the following theorem.

Theorem 15: For 7 random variables Cy, .. ., C, represent-
ing any 7 shares ¢, ..., c,, the conditional entropy H(S|V)
of § given V is given by

H(S|V) = gL(t)

=—H(S), (44)
S
where the function g(7) is defined by Eq. (29).

Proof: See Appendix C. O

Example 16: (Example 6 continued) Let (k,d,m) =
(4,6,2). The parameters (B, Lg, Lg) are then given as fol-
lows: (B, Ls,Lg) = (18,7,11). For each ¢ such that 0 < ¢ <
n, the conditional entropy H(S|V) of S given V is as follows:

7,(0<1<2),

3, (1=3),
0, d<t<m).

H(S|V) =
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From Lemma 14, we have the following theorem.

Theorem 17: For ¢ random variables Cy, .. ., C, represent-

ing any ¢ shares ¢, ...,c,,

H(SI|Cy,...,C) = H(S|V). (45)
Proof:

H(SICy,...,C) = H(S|V,W) = H(SIV). (46)

The first equality follows from the relation between [v', w']
and [c], ..., c}] such that the vector [v',w'] is given by rear-
ranging components of the vector [¢], ..., ci] which consists
of ¢ shares. The second equality follows from Lemma 14.

O

Finally, a proof of Theorem 7 is derived from the above
argument as follows:

Proof 18 (Proof of Theorem 7): From Theorems 15 and
17, Theorem 7 is valid. 0O

7. Conclusions

In this paper, we have presented a construction of the
(n, k,d, m) secure regenerating codes based on the (n, k, d)
MBR codes given by Rashmi et al.[3] for all values of
the parameters (n,k,d). The (n,k,d,m) secure regenerat-
ing codes have the security of a ramp secret sharing scheme
and achieve the upper bound of the secrecy capacity. The
complexities of encoding, reconstruction and regeneration
are the same as that of the underlying MBR code.
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Appendix A: Proof of Theorem 1

We consider two cases of / < m and [ > m for the param-
eters / and m. The following proof is similar to that of [2,
Appendix A].

First, in the case of [ < m, since H(S|D;,,...,D;) =
H(S) = H(SIC;,, ..., C;,) from the two secrecy conditions
of the secrecy capacity by Eq. (10), we have

(a)

HS) C HSD;,,...,D;) - HESIC;.....Ch)
©Q Hsic,....C.) - HS|C.....Cy)
= I(S;Ci,,,+1’~-~aCik|Ci17-~-’Ci,,,)
= H(C;.,.....Ci|Ci,.....Ci)

—H(Ci.\r . CiIChyn ..., Cy L S)
< H(C;y v CilCirs ... Ci)

k
2 > HGCi.....Cp )

Jj=m+1
@ &
< > min(d-j+1)B.al,

Jj=m+1

where I(S;C;,.,,...,CilC;,...,C;,) denotes the condi-
tional mutual information of § and C; . ,...,C; given
Ci,...,C;,, equality (a) follows from H(S|D;,,...,D;) =
H(S) and H(SICi,...,Cy) = 0, (b) follows from
H(S|D;,,....D;) = H(S) = HSICy,,...,C;,), (c) follows
from Chain rule of entropy, and (d) follows from the same
reason of [2, Inequality (3) in Appendix A].

Next, in the case of [ > m, since H(S|D;,,...,D;) =
H(S) implies H(S|C;,,...,C;) = H(S) from Eq.(9), we
have

H(S) = HSI|D,,...,Dy)-H(SI|Cy,,....Cy)
(e)
= HSIC;,,...,Cy)) - H(SICy,,...,Cy)

= I(S;Ci,»-- .. CilCiy, ..., Ci)

= H,,,...,Ci|Cij,...,Ci)
-H(C,,,...,CilCiy,...,Ci,S)

< H(Cy,,,...,CilCi,...,Ci)

k
> HCCs ..., Ciy )

Jj=l+1

k
< Z min{(d — j + 1)8, a},

J=1+1

A
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where equality (e) follows from H(S|C;,,...,C;) = H(S)
by Eq. (9).

From the above argument about both cases and the def-
inition of the secrecy capacity by Eq. (10), we have the fol-
lowing upper bound of the secrecy capacity:

k

Cs<

Jj=max{l,m}+1

min{(d — j + 1)8, a}.

Appendix B: Proof of Lemma 13

First, we show the relation between two shares in the fol-
lowing lemma.

Lemma 19: For any two shares ¢, = [¢its--->Ciq) and

¢;=lejus.. cial’s

d
D e =3 =0, (A1)
a=1

where x; and x; are elements assigned to node i and j, re-
spectively.

Proo.f.: From c¢;, = ZZ:I ua,bxib‘l, Cja = ZZ=1 Ug pX
rewriting the left-hand side of Eq. (A- 1) shows that

b—-1
j o

d
D - g, (A-2)

d
b=1

a=1

i) If b = a then (x‘]‘.’lxl.“’1 - xl.“’lx‘]‘.’l)uu,a =0-uy,, = 0. ii)
On the other hand, if b # a then (x‘;.‘lxﬁ’“ - x?"xi’.‘l)ua,b +
(xi?‘lx;“l - xf"lxjf‘l)ub,a = 0 because of u,;, = up,. There-
fore, this lemma is proved. O

For an integer b such that 2 < b < t, we define the two
kinds of sets A} ;(b), 1 < j < b, and A;(b),2 < j < b, and
three sets A (b), A>(b) and A(b), which consist of elements
of b shares c,, ..., c, as follows:

Apib) ={cijli<j<d), 1 <i<b, (A-3)
Aryib) ={cijll £ j<i-1},2<i<h, (A-4)
Ay(b) = UL Ay i(b), (A-5)
Ax(b) = U2, Az (b), (A-6)
A(D) = A1(b) U A (b). (A7)

The set A(b) is a direct sum set of A;(b) and A,(b) since the
two sets A(b) and A, (b) are disjoint from the above defini-
tion of the sets. Thus, the set A(b) includes all elements of b
shares ¢, ..., e

Let i and b be indexes which satisfy that 1 <i < b <.
For a pair (i, b) of such indexes i and b, we have the follow-
ing b — 1 linear equations, which are derived by substituting
b for jin Eq. (A- 1), from Lemma 19.

d
Z(xg-lc,-,a - X)) =0, 1<i<b-1. (A-8)
a=1



KURIHARA and KUWAKADO: SECURE REGENERATING CODES BASED ON RSK-MBR CODES

Note that there are components of only two shares ¢; and
¢, in each equation. We rewrite each equation of the above
equations so that b — 1 terms ¢, . .., cpp-1, Which are el-
ements of the share ¢, are transposed to the left-hand side
of the equation, and all the other terms are transposed to the
right-hand side of the equation, that is,

b-1 d
a—1 a—1 a—1
in Cha = Z(xb Cia =X Cba)
a=1 a=b
b-1
a—1 .
+be Ciav 1<i<hb-1. (A9)
a=1

Note that in all bd elements of b shares, b — 1 elements
Cp.1,---»>Cpp—1 belong to the set A»(b), and all the other ele-
ments belong to the set A;(b).

To construct the proof of Lemma 13: “For any element
in A,, the element can be represented by a linear combina-
tion of elements in A; over IF,”, let P(b) denote the proposi-
tion function for integers b, 2 < b < ¢ : “For any element in
Ay(b), the element can be represented by a linear combina-
tion of elements in A;(b) over F,”.

Basis Ster: When b = 2, A»(2) = {c2,1}). P(2) is true,
since from Eq. (A-9),

d
-1 -1
co1 = E (x5 cra = X{ C24) ¥ C11 (A-10)
a=2

INpucTivE STEP: Assume that P(b— 1) is true, that is, for
any element in A(b — 1), the element can be represented by
a linear combination of elements in A;(b — 1) over F,,.

We must show that P(b) is true. That is, we must show
that for any element in A, (b), the element can be represented
by a linear combination of elements in A;(b) over F,. From
the assumption of the inductive step, we only have to show
that for any element in A,(b) \ A2(b — 1), the element can
be represented by a linear combination of elements in A;(b)
over F,. Note that A>(b) \ Ao(b— 1) = {cp1,. .., Chp-1}.

For each pair (i,b) such that 1 < i < b — 1, from

Eq. (A-9), we have the following b — 1 linear equations:

b-1
a—1 _
X Cba = Zip,
a=1
b-1
a—1 _
X5 Cba = Zop,
a=1
b-1
a—1 _
Xp_1Cha = Zp-1bs

where for simplifying the notation of the right-hand side of
Eq. (A-9), we define that Z;;, = Zgzb(xZ‘lc;,a - xl?“lcb,a) +

S;i xZ’lci,a for 1 <i < b - 1. We rewrite the system of the
b — 1 linear equations in b — 1 unknowns ¢ 1,...,Cpp-1 aS

follows:

645
b2
Loxp oo x Cp,1 Zip
1 xp - X572 | a2 Zp
} =| . (A-11)
L oxpey - x|l cpp Zy_1p

The leftmost (b — 1) X (b — 1) square matrix of this equation
is nonsingular because the determinant of the square matrix
is the Vandermonde determinant from the conditions for x;.
Therefore, each element of the set {c,,...,cpp-1} can be
represented by a linear combination of elements in A;(b)
over F,. This induction step is complete.

Therefore, by the principle of mathematical induction,
it has been shown that P(b) is true for all integers b such that
2 < b < t. Hence, this completes the proof of the lemma
since A1 = A1(t) and A, = A>(f) when b = ¢. ]

Appendix C: Proof of Theorem 15

Recall three vectors u'V, u® and u® defined by Eq. (33),
(34) and (37), respectively. Let [V, (u®), (u®)] be the
vector consisting of ", u® and u®. Moreover, recall three
vectors vV, v'® and v defined by Egs. (39), (40) and (41) ,
respectively, such that v = [(")", @?)']'.

From the relation between the message symbols and
the components of the shares defined by Eq. (16), we have
the following system of linear equations for the two vectors
(D), @@y, @®)] and v = [@D), )] :

(D
(1) [ u
vV [ X Xz Xz || T
[2(2)] - »X2,1 Xz,z X2’3 5(3) (A-12)
[ X110 X |[u? X3 | 3
= 7 szl X2’2 z(z) + X2’3 u (A 13)
(X o (X2 o, [ X ] e
= Tlu + “u” + “lu (A-14
| X201 |~ 20 |~ X253 |~ ( )

where all components of the (L; +L,)x B matrix [;2: Qi 22 ]

of the right-hand side of Eq. (A-12) are belong to the set
{0} U {xflll <i<tand 1 < j < d}. The matrix X is an
Ly x L; square matrix corresponding to u?), and the matrix
X5, is an L, X L, square matrix corresponding to u#'®. On
the other hand, the matrix X, is an L, X L; zero matrix
of which all components are zeros, since each component
of the vector v® is represented by a linear combination of
components of the vectors u® and u® that consist of entries
of the submatrix M, of the message matrix M. The matrix
[;22 ] isan (L + Ly) X (B— Ly — L,) matrix that corresponds
with u®. (See Example 20)

To show the square matrix [X('," §;§ corresponding to
[(D), w®)] is nonsingular, we show that the matrix X |
is nonsingular and the matrix X,, is nonsingular, that is,
detX;; # O and detX,, # 0.

First, we will show that detX;; # 0. From the defi-
nitions of the vectors [(uV), @®)'] and [, )], the
matrix X, | is written as
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X A
X1 = ) (A-15)
(0] Xk
where X, ..., X} are square matrices such that
(1 x - x{_l
1xy - xé_l
X;=1{. . . ,1<j<t-1, (A-16)
Dy e !
L J Jj
- -t -+l -1
xfl 4 le b x]’
xj—t xj—t+1 ji—1
X;=|"2 7 2| <<k (A-17)
: ;. : ;. 1 : : _1
xtl t xtl +1 x;
And then, Xj,...,X; are block diagonal components of

X;,1. The matrix X;; is a block upper-triangular matrix,
that is, entries in the strictly block lower-triangular half of
the matrix equal to zero. From the structure of the ma-
trix X;,1, the determinant of the matrix X;; is obtained as
detX;; = ]—[lj‘.=1 detX;. Foreach j 1 < j <k <1t-1,
det X; # O from the condition for x;, since the determinant
of the matrix X; is the Vandermonde determinant. Simi-
larly, for each j, t < j < k, detX; # O from the condi-
tion for x;, since the determinant of the matrix X; is the
scalar multiple of the Vandermonde determinant, that is,
detX; = x|+ X/ [T1<p<asi(Xa — Xp). Therefore, we have
det X, = [T, detX; # 0.

Next, we will show that det X, # 0. In a way similar
to the case of the matrix X ;, from the definitions of the
vectors [(u"), @®)] and [, ?)'], the matrix X, is
written as

Xis1 (0]
Xon = ) (A-18)
(0 Xy
where Xy, ..., Xy are t X t square matrices such that
—t k-t+1 -1
x’{ t xlf +l x];
v - xl;—t x’;"” xlé—l ) .
=1, ) o ,k+1<j<d (A-19)

et et

And then, Xj.{,...,Xy are block diagonal components of
X>,, that is, X5, is a block diagonal matrix. From the
structure of the matrix X, the determinant of the matrix
X5, is obtained as detX,, = H?:k +1 detX;. For each j,
k+1 < j < d, detX; # 0 from the condition for x;,
since the determinant of the matrix X; is the scalar multi-
ple of the Vandermonde determinant. Therefore, we have

det X5 = [19,,, detX; # 0.
. X1 X].z] —

From the above argument, we have det[ 0 X

l-zzl(det X;;) # 0, that is, the matrix [X('," 22] is nonsin-

gular.
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Finally, we show that Eq. (44) is valid by using the fact
such that the matrix [X(;‘ 2;] is nonsingular.

Considering the Lg secret symbols and the Lg random
symbols for the (n, k, d, m) secure regenerating code in the
vectors u'", u® and u®, we have the following facts for

m <t < k. (See Example 21)

o All the Lg random symbols of the random vector R are
components of the vectors u" and u® from the def-
initions of u” and u®. Note that the number of all
components of u" and u® is L + Ly, and L; + L, > Lg
when m < t. Let R denote a uniform random variable
representing a random vector R.

e The remaining L, + L, — Lz components of u") and
u® are the secret symbols of the secret S. Let S be
a vector consisting of the L; + L, — Lg secret symbols,
and then, let §'| denote a random variable representing
the vector § |.

e The remaining B — L; — L, secret symbols of the secure
S are components of the vector u®. Let S. , be a vector
consisting of the B — L — L, secret symbols, and then,
let S, denote a random variable representing the vector

S,.

By using the random variables S, S,, R and V, the
equation (A- 12) is represented as

H(V|RS S,) =0. (A-20)
Furthermore, because of the nonsingular matrix X(‘)" §"2 ],
2.2

the vector [uV, u®] is uniquely determined from the vectors
[, v®] and u® as follows:

ul) Xy X | o Xi3| 3
[E(Z) =l o X2s 2(2) - Xos u’l. (A-21)
The above equation is represented as
H(RS1|VS,) =0. (A-22)

From Egs. (A-20) and (A- 22), we have

0 < H(S2) - H(S2|V) =1(S2;V)
= H(V) - H(VI|S2)
@ HV) - HVIS») + H(VIRS 1S 2)
= H(V) - I(V;RS$1]S2)
= H(V)— H(RS S2) + H(RS 1|VS»)
€ H(V) - HRS |IS2)
= H(V) - H(S1152) — H(RIS1S2)
€ H(V) - H(S152) + H(S2) - H(R)
= H(V)—Ls + B— L — L - Lg
L+l -Li—L,

:0,

where equality (a) follows from Eq.(A-20), equality
(b) follows from Egq.(A-22), equality (c¢) follows from
H(RS (|S,V) = H(R) because R is independent of S ;.S », and
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inequality (d) follows from H(V) < Li+L, and B = Lg + Lg.
The above logic is a generalized version of that of Shah et
al. [9, Egs. (14)—-(20)]. When ¢t = m, that is, L; + L, = Lg,
our logic is identical to that of Shah et al. as a special case.
Therefore, for m < t < k, we have H(S,|V) = H(S ;) and

H(S|V) = H($152|V)
= H(S2|V) + H(S1/S2V)
(a)

= H(S,|V) = H(S>)
=B-L -1L,= %(t—k)(t—(2d—k+ 1))
= g(1), (A-23)

where equality (a) follows from Eq. (A- 22).

1. In the case of 0 < t < m: i) For t = m, we have
H(S|V) = gim) = Ly = H(S) from Eq. (A-23). ii) For
0<t<m-1,wehave H(S|V) = H(S) from the above
result i). Note that V is characterized by the parameter
t in Eq. (41). On the other hand, in general, we have
H(S|V) < H(S). Hence, H(S|V) = H(S). Thus, from
both cases of i) and ii), we have H(S|V) = H(S) = Lg
forO <t < m.

2. Inthecaseof m+1 <t < k—1: We have H(S|V) = g(¢)
form+1 <t <k-1fromEq.(A-23).

3. Inthecaseof k <t < n:i)Fort =k, we have H(S|V) =
g(k) = 0 from Eq. (A-23). ii) For k+1 < t < n, we have
H(S|V) < 0 from the above result i). On the other hand,
in general, we have H(S|V) > 0. Hence, H(S|V) = 0.
Thus, from both cases of i) and ii), we have H(S|V) = 0
fork <t <n.

This completes the proof of Theorem 15. O
Example 20: (Example 12 continued) Let (k,d,f) =

(4,6,3). We have then the vectors and the matrices in
Eq. (A- 13) as follows:

[c11] [u1,1 ]

Ci,2 Ui

€22 Un

C13 Uz

3 U3

33 us3
oD Cl4 u® Uz 4 3 Ui
[EQT]: €241, [:(zy]= Uza |, U =juis|,
- el 7 Usg 6

C15 Uzs

€25 uss

(35 Uyg s

CL6 Uz 6

€26 Use

LC3,6 L Ug6 ]

Xi11Xi1
(0) X2,2
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’lxl()x%OOOO()OOOOOO'
01x10x%0x?00x‘1‘00x?00
leZOx%Oxgo Ox‘2‘00x§00
0001x1x10x300x‘1‘00xf0
OOlezx20x200x‘2‘00ng
OOlegngngOx;‘OOng
OO()O()OxlxlxlOOx‘l‘O Oxf
= OOOOOOxzxz)CZO Ox‘z‘O Oxg,
OOOOOOX3x3x3OOx‘3‘O Oxg
OOOOOOOOOxlexfOOO
OO()O()O()O()xzx%x%OOO
OOOOOOOOOx;x%x%OOO
OOOOOOOOOOOO)qxlx1
000000000000x2x2x2
7000000000000x3x3x37
[ X1 %
000
000
000
000
000
100
sl 1100
X3l 1100
010
010
010
001
001
10 O 1|
Example 21: (Examples 6 and 11 continued) Let (k, d,

m, t) = 4, 6, 2,3). Wehave B = 18,Ly = 7,Lg =
11,L; = 9 and L, = 6. We consider the relation between
the seven secret symbols sy, ..., S¢ and the 11 random sym-
bols 7y, ..., r;; and the vectors uV, u® and u®. The vectors
g(l) 2 and um are as follows:
— — (1) _ r_ t
= [ual=[nl, uy =[lu12, u22] =1[r2, 131,
1
2(3 )= [urz, ua3, u3 31 =[s1, 14, 751",

)= (uga, uz 4, g 4) =53, 76, 171,

U = [ual=[s2],
u = [urs]=[sa), uS =lurs,uz s, uss)' =[s5.75, rol',
(6 = [ur6]1=[s6l, 2(62) =[ua6, uz 6, 6] =57, r10, 111",
and
uV =1[ri,r, 13, 81,74, 75, 53,76, 711 € F,,
u® = [ss, 78,79, 57, 110, 1111 € FQ,

u® = [52, 54, 56]' € Fz-

Furthermore, the four secret symbols sy, 53, §5, §7 are com-
ponents of the vector § | and the remaining three secret sym-
bols 57, 54, 56 are components of the vector S ,.
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