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1.

RSA

R.L.Rivest, A. Shamir and L. Adleman,

“A Method for Obtaining Digital Signatures and Publick-Key Cryptosystems,”

Communications of the ACM, 21(1978), pp.120–126, 1978.
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3. 6 5 (M, C,K, E ,D)
( )

1. M
2. C
3. K
4. E K ∈ K

K eK ∈ E M C
M ∈ M eK(M) = C ∈ C M eK−→ C

5. D K ∈ K
K dK ∈ D C M

C ∈ C dK(C) = M ′ ∈ M C dK−→ M
6. K ∈ K M ∈ M

dK(eK(M)) = M M eK−→ C dK−→ M
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1. : .

{A,B, . . . , Z} ⇔ Z26 := {65, 66, . . . , 90}
A B C D E F G H I J K L M
65 66 67 68 69 70 71 72 73 74 75 76 77
N O P Q R S T U V W X Y Z
78 79 80 81 82 83 84 85 86 87 88 89 90

2. :

⊕ � a, b ∈ Z26

a ⊕ b = c such that a + b ≡ c (mod 26) and 65 ≤ c ≤ 90

a � b = c such that a − b ≡ c (mod 26) and 65 ≤ c ≤ 90

a ⊕ b ∈ Z26 a � b ∈ Z26
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“ A ” 2 10

ASCHII

: 4 ⇔ 0100

: 1 ⇔ 0001

A ⇔ 01000001 ⇔ 65

01000001 ⇔ 26 + 20 = 64 + 1 = 65
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1. (a, b) = (70, 76) 70 ⊕ 76 = 68

70 + 76 = 146 ≡ 120 ≡ 94 ≡ 68 (mod 26)

(65 ≤ 68 ≤ 90)

2. (a, b) = (78, 89) 78 ⊕ 89 = 89

3. (a, b) = (70, 76) 70 � 76 = 72

70 − 76 = −6 ≡ 20 ≡ 46 ≡ 72 (mod 26)

(65 ≤ 72 ≤ 90)

4. (a, b) = (89, 78) 89 � 78 = 89
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: (M, C,K, E ,D)

1. M = Z26 = {65, 66, . . . , 90}.
2. C = Z26 = {65, 66, . . . , 90}.
3. K = Z26 = {65, 66, . . . , 90}.
4. E: eK(M) := M ⊕ K for K ∈ K, M ∈ M.

5. D: dK(C) := C � K for K ∈ K, C ∈ C.
6. dK(eK(M)) = dK(M ⊕ K) = (M ⊕ K) � K = M ⊕ (K � K) = M

k K ∈ Z26

k ≡ K (mod 26)

k = 5 5 ≡ 83 (mod 26) K = 83 ∈ Z26
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4. ( )

WEWILLMEETATCHOFUSTATION

87 69 87 73 76 76 77 69 69 84 65 84 67 72 79 70 85 83 84 65 84 73 79 78

k = 5 K = 83

66 74 66 78 81 81 82 74 74 89 70 89 72 77 84 75 90 88 89 70 89 78 84 83

876987737676776969846584677279708583846584737978

667466788181827474897089727784759088897089788483
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1. Ke = Kd

Ke = Kd

2. Ke 	= Kd

i. B B

ii. A B B
B

iii. B A

iv. C
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4. RSA

1. p q p × q

n := p × q

2. (p− 1) (q− 1) (least common multiple) L

L L e

L := lcm(p − 1, q − 1)

e such that gcd(e, L) = 1 and 1 < e < L

3. de ( Euclid )

de such that e × de ≡ 1 (mod L)
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1. Select (p, q)

2. n := p × q

3. L := lcm(p − 1, q − 1)

4. e such that gcd(e, L) = 1 and 1 < e < L

5. de such that e × de ≡ 1 (mod L)

1. (p, q) = (17, 19)

2. n = p × q = 17 × 19 = 323

3. L = lcm(17− 1, 19− 1) = lcm(16, 18) = 2× 2× 2× 2× 3× 3 = 144

4. e = 5 such that gcd(e, 144) = 1 and 1 < e < 144
e ∈ {5, 7, 11, 13, . . . , 143}

5. de = 29 such that 5 × de ≡ 1 (mod 144)
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, RSA (M, C,K, E ,D) :

1. M = Zn

2. C = Zn

3. K = {(e, n) | gcd(e, L) = 1 and 1 < e < L}
4. E : eK(M) := Me (mod n) for K = (e, n) ∈ K, M ∈ M
5. D : dK(C) := Cde (mod n) for K = (de, n) ∈ K, C ∈ C
6. dK(C) = dK(eK(M)) = M :

Cde = (Me)de = Me×de ≡ M (mod n)

i. p, q n := p × q

ii. L := lcm(p − 1, q − 1).

iii, de e × de ≡ 1 (mod L)

iv. : (e, n)

v. : p, q, de; de: ; (de, n): .
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RSA eK dK

dK(C) = dK(eK(M)) = M

Cde = (Me)de = Me×de ≡ M (mod n)

RSA
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5. 26 RSA

1. p, q n = pq ≥ 26 (p, q) = (17, 19)
n = 323

2. (p − 1) (q − 1) L = 144

3. 1 < e < 144 = L L e e = 5

4. de de = 29

K = (e, n) = (5, 323)

de = 29

(de, n) = (29, 323)
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“ C ” “67” /

M = 67,

K = (e, n) = (5, 323), (de, n) = (29, 323).

C = Me = (67)5 ≡ 288 (mod 323) eK(67) = 288

M ′ = Cde = (288)29 ≡ 67 (mod 323) dK(288) = 67

1) (67)2 = 67 × 67 = 4489 ≡ 290 (mod 323),

2) (67)3 ≡ 290 × 67 = 19430 ≡ 50 (mod 323),

3) (67)4 ≡ 50 × 67 = 3350 ≡ 120 (mod 323),

4) (67)5 ≡ 120 × 67 = 8040 ≡ 288 (mod 323).

0 322 × 322 = 103684
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Mathematica( )
IED: hostname
ied1
IED: math
Mathematica 5.2 for Sun Solaris (UltraSPARC)
Copyright 1988-2005 Wolfram Research, Inc.
-- Terminal graphics initialized --

In[1]:= (67)^(5)

Out[1]= 1350125107

In[2]:= Mod[(67)^(5), 323]

Out[2]= 288

In[3]:= (288)^(29)

Out[3]= 210078759859150987224561197336654397674351288252695054617776181894709\

> 248

In[4]:= Mod[(288)^(29), 323]

Out[4]= 67

In[5]:= Quit
IED:
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1. : (e, n) = (5, 323) :

WEWILLMEETATCHOFUSTATION

, :

87 69 87 73 76 76 77 69 69 84 65 84 67 72 79 70 85 83 84 65 84 73 79 78

:

83 103 83 99 247 247 229 103 103 50 12 50 288 21 129 185 187 87 50 12 50 99 129 10

2. : (de, n) = (29, 323) (
) .

: ...

83103839924724722910310350125028821129185187875012509912910
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5. RSA 5

1. RSA

,

:
(e, n) .

.

:
(de, n) .

.
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2. 1 10000

3. p q p−1 q−1 L =lcm(p−
1, q − 1)

4. L gcd(e, L) = 1 1 < e < L e

5. L e ed ≡ 1 (mod L) d
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6.

6.1

6.2

http://www.code.ice.uec.ac.jp/kuri/C3

1. RSA rsa.c

2. (fcopy.c)

3. (fdisp.c)

4. (fchg.c)

5. Euclid (euclid2.c)

6. (shift.c)
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